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Ona HemeagneHHon ny6nukaummn: 13.11.2023 F'YBEPHATOP K3TU XOKYJ

NYBEPHATOP XOKYJ1 OB bABUIIA O BbIlNYCKE NPOEKTA HOPM
KWBEPBE3OMNACHOCTU ANA 5O0JIbHUL, LUTATA HbIO-UOPK

lNepedoeoli npoekm HOpM, NOOKpensieHHbIlU ebidenneHuem 500 mnH donnapoe onsi
¢huHaHcupoesaHusi UT-cucmem 30pasooxpaHeHuUsi, Noddepxusaem peasu3ayuro
cmpamezauu kubepb6eszonacHocmu wmama Hero-Uopk

lMoebiweHHass kKubepbe3onacHocmb NomMoxem 6osibHUUamM obecrne4yueams
docmynHocmb cucmem, Heo6xo0uMblix Osist 06¢yKueaHusi nayueHmos u
3awumbi MeOUUUHCKOU UHghopmayuu

CerogHs rybepHaTop Katn Xokyn o6bsiBuna o Bbinycke npoekTa nepeaoBbixX
obLelTaTHbIX HOpM KnbepbesonacHoCcTn Ang 60MbHUL, KOTOPbIE NOMOrYT 60SIbHULAM
lWTaTa paspaboTaTb NONUTUKA 1 NpoLEeAypPbl AN 3alMTbl CACTEM 30PaBOOXPAHEHNSA OT
pacTtywux knbepyrpo3s. B npegnoxeHHom rybepHaTtopom Xokyn 6ropkeTte Ha 2024
doMHaHCOBbIN ro NpeaycMoTpeHo onHaHcupoBaHue B pa3mepe 500 mnH gonnapos,
KOTOpoe MeOULIMHCKNE YUYPEXOAEHNA MOTYT UCNOMb30BaTh AN MOAEPHU3AL MM CBOUX
NT-cnctem B COOTBETCTBUM C NnpeanaraeMbiMn HoOpMamu.

«B Hawem B3anmocBsizaHHOM Mupe TpebyeTca B3aMMOCBSA3aHHas 3awmra ot
knbepartak, KoTopast UICNONb3yeT BCE MMEIOLLMECHA pecypChl, — CKa3ana rybepHaTop
Xokyn. — 3Tu HOBble NpeABapuTerbHblE HOPMbI NpeanaratoT nepesoBon NnaH,
KOTOPbI NOMOXeT LTaTy Hbto-Mopk obecneunTb roTOBHOCTL M YCTOMYMBOCTL Nepes,
nMUOM Knbepyrpos».

Mpepnaraemble HOPMbI NPU3BaHbl YCUNNTL 3aWMTY BOMNBHUYHBLIX CETEN U CUCTEM,
KOTOpPbIE UTPalT KIMYEBYHO POSib B 06ecneyeHnm o6CcnyxmMBaHus nNaumeHToB, 1
AONOJSTHAKT NpaBmno 6e3onacHoOCTU, cogepkalleecs B 3akoHE O NEPEHOCUMOCTU U
nogoTYETHOCTU MeanuuHckoro ctpaxosaHua (Health Insurance Portability and
Accountability Act, HIPAA), koTopoe pernameHTMpyeT 3auTy AaHHbIX NALNEHTOB U
MEeANLMHCKNX 3anucen. B cooTBeTCTBUM C NpeanaraemMbiMm Hopmamu 60nbHULbI OyayT
06s3aHbl pa3paboTaTb Nporpammy kmbepbe3onacHOCTN U B COOTBETCTBUN C
NPOBEPEHHLIMN METOANKAMUN OLLEHUTb BHYTPEHHNE U BHELLUHNE PUCKU
kKnbepbe3zonacHoCTn, NCMOMb30BaTb METOAbI M MHAPPACTPYKTYPY 3aLiUTbI, peanm3oBaTtb
Mepbl Mo 3awmte UT-cnctem oT HECaHKLMOHMPOBAHHOIO AOCTYNa Unn apyrmux



3JTIOHaMepPEHHbIX AEeNCTBUN, a TakkKe NPUHATb Mepbl AJ14 3a6ﬂaFOBpeMeHHOFO
npenorepawieHna MHUMOEeHTOB KI/I6€p6€30I'IaCHOCTI/I.

HauanbHuk [lenapTameHTa 3apaBooxpaHeHus wrata Helo-Mopk (New York State
Health Department, DOH) [>xenmc MakgoHanbpg (Dr. James McDonald): «[loz
PYKOBOACTBOM ry6epHaTopa Xokyn wraTt Hblo-Mopk 3HauntensHo ykpenun ceoto
Knbep3salumTy, YTO UCKITIUYNTENBHO BaXKHO A8 HaLIEe CUCTEMbI 30paBOOXPaHEHNS.
3awmwan 60nbHULbI, Mbl 3aLLMLaeM NaLmMeHToB. ATK NepeaoBble HOPMb
knbepbeszonacHocTn Ans 60nbHUL, pa3paboTaHbl B KOHTEKCTE NPUOPUTETHOW 3a4auu,
0003Ha4eHHOM rybepHaTopom B obpaLleHnn o nonoxeHuu wrata. OHW nomoraroT
3aWNTUTDb KPUTUYECKME CUCTEMBI OT Knbepyrpos n obecneuvnsatoT 6€30NacHOCTb
BOMLHLL U MEAVLIMHCKMX yupexaeHun wrata Hoto-Mopk».

Kpome Toro, B COOTBETCTBUM C npeasiaraeMbiMyu HopMamm 60nbHULbI 0683aHbI
paspaboTaTtb NnaHbl pearMpoBaHns Ha BO3MOXHble MHUNAEHTbI KnbepbesonacHocTu,
BKNtOYasa yBe4OMIIEHME COOTBETCTBYIOLMNX CTOPOH. BOMbHMLbI TakKe JOMKHbI
NpPOTeCTMpoBaTb CBOW NfiaH pearMpoBaHusi, YToObl rapaHTUpPOBaTh HENPEpPbLIBHOE
MeanuMHCKoe obecnyXxmnBaHue naunMeHToB B TO BPEMS, KOr4a BOCCTaHaBMBaeTCs
HopmanbHas pabota UT-cuctem.

CornacHo npeanaraemMmbiM HOpMam, nporpaMmma knbepbe3onacHOCTU Kaxxaon 60nbHULbI
TaKke QOMKHA BKITKOYaTbh NMCbMEHHbIE NPoLEeaypbl, MHCTPYKLUUN U CTaHO4aPTbI AN
pa3paboTkm 6e3onacHbIX BHYTPEHHUX NPaKTUK, NpegHa3HavYeHHbIX ANs1 UCNONb30BaHNSA
B yupexaeHun. bonbHMUbI Takke OOMMKHbI paspaboTaTb NOMMTMKN U NPOLEeaypbl AN
OLEHKWN N TECTUPOBAHMS 6€30NacHOCTM CTOPOHHUX MPUMOXKEHUA, UCNONb3YEMbIX B
oonbHuLe.

B cooTBeTCTBMM C NpeanaraeMbiMyM HOpMaMu, 60NbHULBI TAKKe OOMKHbI Yy4peanTb
AOJTDKHOCTb AMpekTopa no nHgpopmaumoHHon 6esonacHocTu (Chief Information Security
Officer, CISO), ecnu TakoBou eLLe HeT, YTOObl KOHTPONUpPoBaTb COBMNOAEHMNE HOBbIX
NMONUTUK N eXEeroaHo nepecmaTpmBaTtb UX U OGHOBMATL MO Mepe HeOBXOANUMOCTMW.
Kpome Toro, npeanaraemble HOpMbl TPeOYIOT MCNONb30BaTb MHOrOAKTOPHYHO
ayTeHTMdUKaUMo Ans 4OCTyna K BHYTPEHHUM ceTsiM GOMbHULbI N3 BHELUHEWN CETH.

B 6rogxeT Ha 2024 hmHAHCOBLIN rod, NPeafioXKeHHbIN rydepHaTtopom XOKysl, BKITHOYEHO
domHaHcnpoBaHue B pasmepe 500 MnH gonnapos, KOTOpPoOe CTaHET OCHOBOW
obLieLlwTaTHOM KanuTanbHOM NporpamMmsl, A5t KOTOPOM B CKOPOM BpEMEHU ByaeT
onybnnkoBaH 3anpoc NpeasiokeHnn. 3Tn cpeacTsa gagyT CTUMYN ANS UHBECTULUIA B
MOLEPHM3aLMI0 MEONLNHCKUX YUPEXAEHWUI U ONS BHEAPEHUS NepeaoBbIX KITMHUYECKNX
TEeXHONornn, cpencts knbepbes3onacHOCTN, INEKTPOHHBIX MEANLIMHCKUX KapT 1 Apyrnx
TEXHONOMMYECKMX YCOBEPLLEHCTBOBAHMI AN NOBbILLIEHUS Ka4eCTBa MeANLMHCKUX
yCnyr, ynydweHusi o6cnyxmBaHmsa nauneHToB, NOBbILEHUSA OCTYMHOCTU U

3P PEKTUBHOCTM.

Ecnu npegnoxeHHble HOpMbI ByayT NpuHATEI COBETOM MO 06LWEeCTBEHHOMY 340POBbIO
1 NnaHupoBaHuio 3gpasooxpaHeHuns (Public Health and Health Planning Council) Ha



3TOM Hepene, oHn ByayT onybnukoBaHbl B PeecTpe wTaTta 6 gekabps, nocne yero

HayHeTcs 60-gHEeBHbIV Nepuog 06LECTBEHHbBIX 3aMeYvYaHuni, KOTOPbIA 3aKOHYMTCH 5
deBpans 2024 roga. Nocne yTBepXaeHusi OKOHYaTeNTbHON BEPCUMM HOPM BONbHULBI
AOSTKHbI ByAyT B Te4eHne oaHOoro roga obecnevntb COOTBETCTBME HOBLIM HOPMaM.

OvpekTop no knbep6esonacHocTu wrata Helo-Mopk (New York State Chief Cyber
Officer) Konun AxepH (Colin Ahern): «[lo nHnuynaTtuse rybepHatopa Xokyn
[enapTaMeHT 30paBooOXpaHeHns onyonunkoBan NpPoekT HopM KnbepbesonacHoCTH,
KoTopble ycunat 3awmuty UT-cuctem B 6onbHMLAX MO BCEMY WITATY. OTOT NPOEKT HOPM
OCHOBbIBaeTCH Ha obLellTaTHON cTpaTernn knbepbesonacHoOCTH, onybBMKoOBaHHOM
rybepHaTopomM XoKyn B aBrycte. B ycnosusax, korga 60nbHULbI CTanknearTCs C
HapacTalLWuMm Knbepyrposamu, BaxKHO A4aTb UM BO3MOXHOCTM 3aLUMThl OT aTak, U 3TOT
NPOEKT HOPM B COMETaHUN C BblAeNeHHbIM (PMHAHCUPOBAHUEM peLLaeT Kak pas aTy
3agady. B TeyeHune cneayrowmx 60 gHen Mol 6yaemM npMHUMaTb OTKIIMKU U 3aMeYvaHns
OT OOLLECTBEHHOCTH, a 3aTEM Mbl MOArOTOBUM OKOHYATESNbHYI0 BEPCUIO 3TUX HOPM,
KOTOpble NO3BOSIAT YCUNUTb KMBEep3aLLnTy U YCTOMYMBOCTb BOMNBHUL, MO BCEMY LUTATY».

B npownom rogy Munuctepcteso dpnHaHcoB CLUA, ®enepansHoe 610po paccnegoBaHum
(PBP) n AreHTcTBO NO KNMBEpbesonacHOCTU 1 3awmTe nHpacTpykTypsbl (Cybersecurity
and Infrastructure Security Agency) npeaynpegunm, 4to 60nbHULbI CTan 00 bEKTOM
knbepaTak, 1 B UX Y/CNE OKA3anmcb HEKOTOPbIE BOMbHMLLI U3 WTaTta Heo-Mopk.
Mocnencteua knbepatak B 6onbHULAX OLLYLLAITCA HEMEANEHHO Y MPUHUMAKOT
pasnu4yHble POopMbl — OT NepeHanpaBfneHns naumMeHToB 1 OTMEHbI npoueayp Ao
nepexona C 3NeKTPOHHbIX AOKYMEHTOB Ha BymakHble, YTO 3aMeansaeT npegocTaBneHme
KPUTUYECKN BaXXHbIX YCHyT.

HepnasHo rybepHaTop Xokyn o6bsBuia o BbiNycke NepBON B UICTOPUM CTpaTerum
knbepbesonacHocTu Wwrata Hbto-Mopk, HanpaBneHHoNM Ha 3aluTy LMdpPOBON
NMHPACTPYKTYpPbI WTaTa OT COBPEMEHHbIX KNbepyrpos. JTa cTpaternsa npegnaraet
rocyapCTBEHHbIM U YaCTHbIM OpraHn3aunam JOPOXKHYIO KapTy MO CHUXEHUIO PUCKOB
kKnbepbe3onacHOCTM 1 ONUCbIBaET NaH 3aLUnTbl KPUTUYECKON MHPPACTPYKTYpPbI, CETEN,
JdaHHbIX 1 UT-cuctem.

HavanbHuK YnpaBneHust no Bonpocam HauMoHanbHoM 6e30nacHOCTU U
ypesBblvanHbix cutyauum (DHSES) [>xekn Bpen (Jackie Bray): «[JocTynHocTb
OCHOBHbIX MEAMLIMHCKNX YCMYT OYEHb BaXHa, 1, BBOASA 3TV pa3yMHble MPEBEHTUBHbIE
HOPMbI, WTaT Hblo-Vopk NprHMMaeT BaxHble Mepbl AN 3aWmMThl NaUUEHTOB 1 co3aaeT
AOPOXHYIO KapTy knbepbesonacHOCTH, KOTopas NOCNYXUT obpasuom And BCen
CTpaHbI».

OvpekTop no nHopMaLMOHHbLIM TexHonorusam wraTta Heto-NMopk (New York State
Chief Information Officer) Apto Pan (Dru Rai): «Korga peyb nget o sawwmre xutenemn
wrata Heto-Mopk oT knbepaTtak, KoTopble CTaHOBATCS BCe Bornee 4acTbiMu 1
CMOXHbIMK, 3aWmnTa Hawmnx 60NbHUL, ABNSAETCH BaXKHOW YaCTbIO aKTUBHOIO
KOMMMeKcHoro noaxoaa wrata Heto-Mopk, oxsaTbiBaloLiero sech Wrat. Mbl
6narogapvm rybepHaTopa v Haly napTHEPCKMEe BeJOMCTBA 38 UX HEU3MEHHYHO
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nogaep>kKy n pafdbl, 4To GonbHMUbI WITaTa nony4yar e/:|,|/|Hoo6pa3Hb|e MHCTPYKUNUN U
pecypchil, HeobxoauMble ONs AanbHENLWero NoBbIWEHNS NX KI/I6ep6e3OI'IaCHOCTVI. 910
Nno3BOJINT 3alLUUTUTb NaUMNEeHTOB U KPUTUYECKne CUCTEMbI, obecneumBarowme
Ka4dyectBeHHOe MeanMUNHCKOoe O6CJ'Iy)KI/IBaHI/Ie B WWTaTte HbI-O-l;]OpK».

B npownom mecsue rybepHaTop XOKyn BbiNycTUNa 3asBreHne, B KOTOPOM OKTAOPb
o0baABnANCca Mecsauem oceeloMIeHHOCTU O knbepbesonacHocTtn. B aTom rogy
oTMmevaeTcs 20-5 roqoBLLMHa 3TOro MeponpusaTUS, KOTOpoe NPOBOAUTCA B paMKax
YCUNA N0 MHPOPMUPOBAHUIO 0BLLLECTBEHHOCTU O KMbepbesonacHOCTU U
npegoCTaBfIEHNIO NHCTPYMEHTOB U APYrMX pecypcoB Anga obecneyeHnst MUHTEpPHEeT-
6e3onacHoOCTM Beex xuTeneii wraTa Heto-Mopk.

[ns nonyyeHus 6onee nogpobHon nHopMaumm nocetTute cant rybepHatopa Xokyn o
noBbILLIEHNN KnbepbesonacHocTu B WwTtaTe Hbto-Mopk, caiiT anpekTopa no UT-
6esonacHoctu Ynpasnenus UT-ycnyr (Office of Information Technology Services, ITS)
1 cnegute 3a HoBocTaAMM BegomcTBa B X (paHee Twitter), Facebook n Instagram
(#NYSCyber).
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